
Safety and Effectiveness Issues  
in Electronic Medical Records 
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Today’s Focus on “EMR” 

¥! It took massive Þnancial incentives to spur adoption of EMRs ."
¥!Unfortunately, precious few Òsuccess storiesÓ exist for new implementers to 

emulate ."
¥! Industry still struggles with basic deÞnitions (credible authority & meaningful 

use were obvious examples)."
¥!Available EMR products are often based on near-obsolete technologies and ill-

suited to leverage modern integration and system/environment management 
products."

¥! Integration of devices with EMRs today is often a bespoke effort and requires 
immense amount of attention. "

¥!There is considerable contention between vended products  (determining what 
is the system of record for a given data element is not a trivial task)."



10 Vendors Received Letter (Oct 2009) 
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31 Hospitals Received Letter  (Jan 2010) 
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ÒAs is the case with very complex computer software, the Program Property is likely 
to contain some errors. Both Licensor and You must test for errors both in the 
Program Property as delivered and in any Updates. You are responsible for all Þnal 
testing of the Program Property, including any customized Code.  You should also 
instruct Your employees and End Users using the Program Property to be vigilant in 
identifying Program Errors and in reporting any Program Errors detected to Licensor 
both during the Warranty Period and thereafter.Ó "

Excerpt  - Commonly Used EMR License 



ÒNO WARRANTY: YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT USE OF THE LICENSED 
APPLICATION IS AT YOUR SOLE RISK AND THAT THE ENTIRE RISK AS TO SATISFACTORY QUALITY, 
PERFORMANCE, ACCURACY AND EFFORT IS WITH YOU. TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, THE LICENSED APPLICATION AND ANY SERVICES PERFORMED OR PROVIDED BY 
THE LICENSED APPLICATION ("APPLICATION SERVICES") ARE PROVIDED "AS IS" AND ÒAS AVAILABLEÓ, 
WITH ALL FAULTS AND WITHOUT WARRANTY OF ANY KIND, AND LICENSOR HEREBY DISCLAIMS ALL 
WARRANTIES AND CONDITIONS WITH RESPECT TO THE LICENSED APPLICATION AND ANY 
APPLICATION SERVICES, EITHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING, BUT NOT LIMITED 
TO, THE IMPLIED WARRANTIES AND/OR CONDITIONS OF MERCHANTABILITY, OF SATISFACTORY 
QUALITY, OF FITNESS FOR A PARTICULAR PURPOSE, OF ACCURACY, OF QUIET ENJOYMENT, AND NON-
INFRINGEMENT OF THIRD PARTY RIGHTS. LICENSOR DOES NOT WARRANT AGAINST INTERFERENCE 
WITH YOUR ENJOYMENT OF THE LICENSED APPLICATION, THAT THE FUNCTIONS CONTAINED IN, OR 
APPLICATION SERVICES PERFORMED OR PROVIDED BY, THE LICENSED APPLICATION WILL MEET 
YOUR REQUIREMENTS, THAT THE OPERATION OF THE LICENSED APPLICATION OR APPLICATION 
SERVICES WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT DEFECTS IN THE LICENSED 
APPLICATION OR APPLICATION SERVICES WILL BE CORRECTED. NO ORAL OR WRITTEN INFORMATION 
OR ADVICE GIVEN BY LICENSOR OR ITS AUTHORIZED REPRESENTATIVE SHALL CREATE A WARRANTY. 
SHOULD THE LICENSED APPLICATION OR APPLICATION SERVICES PROVE DEFECTIVE, YOU ASSUME 
THE ENTIRE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION. SOME JURISDICTIONS 
DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES OR LIMITATIONS ON APPLICABLE 
STATUTORY RIGHTS OF A CONSUMER, SO THE ABOVE EXCLUSION AND LIMITATIONS MAY NOT APPLY 
TO YOU. Ò!

Excerpt  - New iPhone EMR “app” License 



Viewpoint – Value Based Flow 
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Viewpoint – General Business Tiers 



V-Model for Quality Testing 
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Viewpoint - Hierarchy of Systems 
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Observations 

¥!K#'2'%#80%W''$%/(R/'%4"%$"%2')</84"26%"N'20()#4%"S%4#'%?+P%32"F<140>%
¥!7++%/'N'/0%"X'$%$"4%#()#%S"2%;"04%#'8/4#182'%LK%F'3824;'$40%_S2'`<'$4/6%

T'N'/%ab>%
¥!H'82/6%8//%?+P0%2'`<(2'%1"$9$<"<0%;8($4'$8$1'%_3841#($)*%<3F89$)b%4"%J''3%

4#'%0604';%S<$19"$($)>%%L4%(0%$"4%2'80"$8W/'%4"%'c3'14%8%7++%T'N'/%a%
"2)8$(:89"$%4"%32"3'2/6%;8($48($%8%0604';%2'`<(2($)%;<1#%;8($4'$8$1'%%%

¥!K#'%(;3"248$1'%"S%03'1(S6($)%$"$5S<$19"$8/%2'`<(2';'$40%S"2%8//%0604';0%
_($1/<F($)%4#'%?+Pb%$''F0%4"%W'%';3#80(:'F>%

¥!=48J'#"/F'20%811"<$48W/'%S"2%32"N(F($)%4#'0'%$"$5S<$19"$8/%2'`<(2';'$40%82'%
"X'$%$"4%(F'$9Q'F%84%W')($$($)%"S%U"2J>%

¥!?+P%(;3/';'$489"$0%82'%463(18//6%;</956'82%'O"240%U(4#%F'N'/"3;'$4%F"$'%
80%U84'2S8//>%

¥!L$%U84'2S8//%F'N'/"3;'$4*%4'09$)%1";'0%($%/84'2%3#80'>%%K#<0*%"X'$9;'0%
4'09$)%9;'/($'0%W'1";'%1";32'00'F>%



Thanks! 
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